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161 CSO Online, Microsoft

https://www.csoonline.com/article/3227046/what-is-a-fileless-attack-how-hackers-invade-systems-without-installing-software.html
https://learn.microsoft.com/en-us/microsoft-365/security/intelligence/fileless-threats?view=o365-worldwide
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2 MITRE ATT&CK Knowledge Base

https://attack.mitre.org/techniques/T1547/001/
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333 Security Week News

https://www.securityweek.com/free-decryptors-released-astralocker-ransomware/
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354 The Hacker News

https://thehackernews.com/2022/12/hacking-using-svg-files-to-smuggle-qbot.html


36



37



38



39



40



PERSISTENCE– TOP TECHNIQUES
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https://nvd.nist.gov/vuln/detail/CVE-2022-22947
https://nvd.nist.gov/vuln/detail/CVE-2022-21431
https://nvd.nist.gov/vuln/detail/CVE-2022-1388
https://nvd.nist.gov/vuln/detail/CVE-2022-31137
https://nvd.nist.gov/vuln/detail/CVE-2022-22955
https://nvd.nist.gov/vuln/detail/CVE-2022-22956
https://nvd.nist.gov/vuln/detail/CVE-2022-20700
https://nvd.nist.gov/vuln/detail/CVE-2022-23131
https://nvd.nist.gov/vuln/detail/CVE-2022-0811
https://nvd.nist.gov/vuln/detail/CVE-2022-41040
https://nvd.nist.gov/vuln/detail/CVE-2022-0070
https://nvd.nist.gov/vuln/detail/CVE-2022-0185
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