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Client background

The client is a multinational specialty chemicals company that operates in many countries worldwide.
Itis focused on four business sectors: care chemicals (consumer and industrial); catalysis; natural
resources (oil & mining, minerals); and plastics & coatings.

Client challenge

The client was looking for a strategic cyber
security partner to provide comprehensive
monitoring of security operations 24/7,
accelerate the organization’s detection and Collaborative and transparent
response capabilities, and help mitigate the security service

business impact of potential cyber attacks.
The client sought a hybrid delivery model
aligned to their roadmap.

Benefits

They wanted a partner that could work 360° portfolio to cover all
collaboratively with them and provide the full security needs from IT to OT
portfolio of security services — to measurably
reduce risk and future-proof their defenses.

Competitive commercial model

Our solution

The client chose CyberProof as its strategic
cyber security partner for the next five
years. CyberProof is running the client’s Proximity to client’s SOC
next-generation SOC - and is providing an
entire suite of cyber security services that
are delivered from Spain, Israel, and India,
covering:

= Security Monitoring and Response ® Vulnerability Management
® Security Information and Event Management ® User & Entity Behavior Analytics (UEBA)
(SIEM) Operations )
= OT Security
= Digital Forensics and Incident Response (DFIR)
® Threat Intelligence & Threat Hunting

® Endpoint Detection & Response
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The quality of the people engaged during the bidding process was one of the main reasons we
were selected by the client. Considering the fact that the entire bidding process had to be done

remotely via webcams and Zoom meetings, the deal really reflects the dedication and capabilities
of the technical and business professionals who were engaged in making this happen.

- Head of Sales, CyberProof

Threat Hunters, Red Team Experts

Malware & Forensics Specialists

24x7 Threat Intelligence
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CYBERPROOF DEFENSE CENTER (SOC TEAM)
24x7 1T & OT Monitoring, Detection & Response
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Risk Analysis & Compliance

L3 Experts & Threat Intelligence

Customized Use Case

USE CASE FACTORY
Threat Detection Contents,
Custom Queries
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CYBERPROOF DEFENSE CENTER PLATFORM

INTEGRATE SECURITY TOOLS ¢
EDR | ATP | Vulnerability _—

Enrichment | Orchestration | Collaboration |
Automation | Virtual Analyst | Service Governance
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THREAT INTELLIGENCE
IT & OT Threat Feeds,
Dark Web Monitoring, I0Cs

, INTEGRATE TICKETING TOOLS
— ServiceNow

Management | Deception etc.
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SIEM ANALYTICS LAYER (VENDOR INDEPENDENT)
Data Aggregation | IT & OT Combined Correlation
& Analytics Enrichments
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SECURITY DATA LAKE LAYER
Data Storage
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IT DATA NORMALIZATION & ANALYTICS LAYER
Data Aggregation | Correlation & Analytics | Alert Enrichment
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OT/10T MONITORING & ANALYTICS LAYER
Aggregation & Monitoring | Correlation & Analytics
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The CyberProof Defense Center (CDC) platform was integrated with partner

technologies, including:
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Endpoint Detection & Vulnerability Scanning OT Monitoring
Response (EDR)

Radar

Security Information and Event
Management (SIEM)
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About CyberProof

CyberProof, a UST company, helps our clients transform their security to a cost-effective, cloud-native
technology architecture. Our next-generation Managed Detection & Response (MDR) service is built to
support large, complex enterprises by combining expert human and virtual analysts. Our services are enabled
by our purpose-built platform, the CyberProof Defense Center — enabling us to be more agile, collaborate
better, and deliver powerful analytics. Our integrated security services include Threat Intelligence, Threat
Hunting, and Vulnerability Management. Our experts innovate to meet our clients’ needs with custom use
cases, integrations, and automations. For more information, visit www.cyberproof.com.

Barcelona | California | London | Singapore | Tel Aviv | Trivandrum
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