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About the client
The client is a global managed services provider 
(MSP) delivering IT operations and cybersecurity 
services to enterprises across healthcare, retail, and 
financial services. With thousands of endpoints under 
management and a hybrid cloud infrastructure, the 
organization is a frequent target for advanced threat 
actors. Protecting customer environments, intellectual 
property, and operational continuity were top priorities 
for the security leadership team.

Client challenge
Despite substantial investments in SIEM, EDR, and SOAR 
platforms, the client’s detection program struggled to 
keep pace with adversary tradecraft. Their SOC relied 
heavily on automated alerts and signature-based 
detection, which left significant blind spots.

Key challenges included:

    Evasion of traditional tools: Advanced adversaries 
used fileless malware, living-off-the-land binaries 
(LOLBins), and remote access tools that blended with 
legitimate activity, bypassing IOC-based detections.

    Alert fatigue: Thousands of alerts per day (the 
majority of them false positives) overwhelmed 
analysts and diluted focus on genuine threats.

    Limited visibility: Hybrid IT and customer-hosted 
infrastructure created monitoring blind spots, 
particularly around lateral movement and post-
exploitation activity.

    Reactive posture: Detection largely depended 
on pre-configured alerts firing. The SOC lacked a 
proactive mechanism to hypothesize, investigate, and 
uncover stealthy adversary activity.

    Exposure management gaps: Newly disclosed 
vulnerabilities and attacker techniques were not 
systematically mapped to the environment, leaving 
uncertainty about how exposed the organization 
really was.

Executives recognized that without a threat-led 
hunting capability, the SOC remained reactive, allowing 
stealthy attackers to persist undetected and increasing 
the risk of material business impact.

Benefits

Reduced exposure: Proactive 
hunts ensured risks were identified 
and mitigated before adversaries 
weaponized them, strengthening 
resilience against ransomware and 
APT campaigns.

Threat-led resilience: By 
aligning hunting activities with 
the most relevant adversaries 
and techniques, the client 
gained confidence in its ability to 
withstand sophisticated, targeted 
attacks.

Optimized resource allocation: 
Insights from hunting highlighted 
ineffective detections and 
redundant tooling, allowing 
leadership to reduce wasted 
spend and reinvest in high-value 
controls.

Regulatory and customer 
assurance: Clear reporting on 
dwell time reduction, coverage 
improvements, and vulnerability 
response timelines gave executives 
evidence of compliance and 
operational resilience.

Sustainable maturity growth: 
Hunting results fed into 
detection engineering, DFIR, 
and vulnerability management, 
embedding a continuous 
improvement cycle that evolves in 
step with the threat landscape.
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Our solution
The organization partnered with CyberProof to implement 
its Advanced Threat Hunting service, integrated with 
a broader Continuous Threat Exposure Management 
(CTEM) program.

The service combined intelligence-led prioritization with 
proactive hypothesis-led investigation, ensuring hunting 
activities were aligned with the client’s most relevant 
threats. Core service elements included:

    Customized Threat Profile:  The business received 
a tailored analysis of likely threats based on 
industry, location, tech stack, scale and regulatory 
environment, informing security teams of the most 
likely attack scenarios to enable proactive defense. 
The profile leverages insights from 150+ threat feeds 
and intelligence platforms, offering a strategic threat 
landscape overview for executive decision making. 

    Incident-driven hunts: Hunters developed 
hypotheses around emerging malware families such 
as the Coyote banking trojan, simulating likely attack 
paths including credential theft and data exfiltration  
and learning attacker motivation, victimology 
and attacker tools at code level. These hunts from 
learning  provided early visibility into potential 
footholds before the malware was widely observed in 
customer environments.

    Hypothesis-driven investigations: CyberProof 
hunters developed and tested hypotheses based 
on MITRE ATT&CK techniques, such as credential 
dumping, persistence via scheduled tasks, and 
anomalous PowerShell usage. The team could also 

add context around hands-on keyboard activity, 
differentiating between employees and admin usage. 
When vulnerabilities in the SimpleHelp remote access 
tool were disclosed, CyberProof hunters immediately 
built hypotheses and ran proactive hunts across the 
client’s environment. By operationalizing intelligence 
the same day vulnerabilities were announced, the 
team closed potential gaps before attackers could 
exploit them. This led to new high-fidelity detections 
that prevented abuse of remote access channels.

    Advanced analytics and tooling: Using Jupyter 
notebooks, EDR telemetry, and SIEM queries, 
analysts conducted deep exploration of anomalies 
that would not trigger standard alerts.

    Continuous operations: Hunting cycles were run 
on a rolling basis, with findings and gaps validated, 
documented, and translated into actionable 
recommendations for improving detection coverage.

    Integration with SOC functions: Insights from 
hunts were fed back into detection engineering, 
threat intelligence enrichment, and DFIR workflows, 
ensuring a closed feedback loop for continuous 
improvement and optimizing future defenses. 

    Reporting and executive visibility: Each hunt 
cycle concluded with reports outlining hypotheses 
tested, anomalies investigated, and remediation 
guidance. Tactical findings fed SOC workflows, while 
strategic summaries highlighted exposure trends and 
adversary techniques. 

13 Jan 2025 13 Jan 2025 13 Jan - 26 Feb 26 Feb 27 May

DragonForce actors 
target SimpleHelp 
vulnerabilities to attack 
MSP and its customers

Horizon Al disclosed 
3 critical vulnerabilities 
in both SimpleHelp 
Server and client 
machines.
CVE-2024-57726
CVE-2024-57727
CVE-2024-57728

CyberProof Threat 
Hunters built hunting 
queries and scanned 
across telemetry.

The CyberProof Threat 
Hunting service 
scanned all 
environments across 
its customer base for 
these 3 vulnerabilities 
every day

CyberProof 
researchers published 
blog sharing query.

Sophos published blog 
on DragonForce Cartel 
abusing these 
vulnerabilities. 

3CASE STUDY:  MSP



Results
Within six months of adopting CyberProof’s Advanced 
Threat Hunting service, the client achieved measurable 
improvements, with the shift from reactive detection to 
proactive threat-led defense delivering broad strategic 
value:

    Hidden threats identified: Threat hunts uncovered 
multiple instances of suspicious use of remote 
monitoring tools. These activities, which blended 
with legitimate administrator behavior, were 
identified and contained before adversaries could 
establish persistence or move laterally.

    Proactive protection: The client avoided exposure to 
the SimpleHelp vulnerability, remaining secure more 
than three months before widespread exploitation 
began in the wild. This demonstrated the value 
of proactive hunting in closing risks faster than 
adversaries could weaponize them.

    Early malware detection: Hunts targeting the 
Coyote banking trojan uncovered anomalous activity 
consistent with its loaders and droppers, enabling 
rapid containment and preventing financial data 
exposure.

    Reduced dwell time: By shifting from reliance on 
alerts to hypothesis-driven hunts, average attacker 

dwell time was cut by more than 50%. Attempts 
at lateral movement and credential abuse were 
detected in early stages, reducing the window of 
opportunity for attackers to escalate or spread.

    Improved detection fidelity: False positives were 
reduced by nearly 30%, as hunting insights drove 
new, high-fidelity detections tailored to the client’s 
environment. This enabled analysts to focus on 
validated adversary behaviors, improving both 
efficiency and confidence in alerts.

    Faster incident response: Findings from retro-
hunts directly fed into DFIR playbooks, allowing 
incidents that previously took days or weeks 
to surface to be remediated within hours. This 
accelerated containment of privilege escalation 
attempts and minimized potential business 
disruption.

    Exposure reduction: Hunting against newly 
disclosed vulnerabilities, such as privilege escalation 
flaws in remote access tools and misconfigurations 
in hybrid cloud environments led to rapid patching, 
hardening, and removal of risky software. This 
continuous validation cycle lowered the likelihood 
of successful exploitation and improved the client’s 
overall exposure management posture.
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About CyberProof

CyberProof, a UST company, delivers better security operations and drives superior experiences for 
enterprise customers. Our cloud-first, AI-powered approach to security delivers industry-leading 
services to drive real business results. We believe that working closely with our customers and 
partners through a ‘better security, together’ services model jointly empowers us to defend against 
the greatest of threats. See: www.cyberproof.com. 
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